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RULES ON SECURITY AND PROTECTION IN THE OPERATION

Introduction

These rules define the security protocols, protective measures and procedures to
ensure the secure operation of the Consortium Diplomatique Europée (CDE). The
purpose is to protect the members, material assets and reputation of the organization

and to reduce security risks.

Scope

The rules apply to all members, employees and collaborators of the organization.

They apply to all activities of the organization, including official events, diplomatic

missions and operational tasks.

The organization regularly updates the security protocols in light of new threats and

risks.

The security protocols also apply to the cybersecurity of mobile and satellite phones

and various computer systems used by the member.

Security measures

The organization conducts ongoing security risk assessments and adapts security

measures according to the level of threat.

The organization defines three levels of security threat (low, medium, high) and adapts

measures according to the situation.
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Members must comply with all internal security rules and protocols.

Access to sensitive information and protected areas is restricted to authorized

personnel only.

The use of identification documents and security badges is mandatory at official events

and when performing diplomatic and other related duties.

Members of the organization must complete basic security training, which includes

handling dangerous situations, first aid and security protocols.

Procedures in the event of a security incident

Any security incident (hacking, data loss, physical attack) must be reported

immediately to the president of the organization or the competent security officer.

The organization conducts an internal investigation and, if necessary, cooperates with

the appropriate law enforcement agencies.

If a member is responsible for a security violation, disciplinary proceedings may be

initiated.

Personal security of members

Members must follow recommendations for safe movement, especially in countries or

regions with increased security risk.

When on official duties abroad, members must comply with all local security

regulations.
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The organization may provide additional protection or security training for members if
deemed necessary.
As necessary, members are assigned security personnel to perform specific tasks or

visits to hazardous areas.

The organization may establish specific protocols for evacuation and crisis

communication in the event of an emergencu.

The organization ensures that members operating in hazardous areas have

appropriate protective equipment, such as body armor and satellite phones.

If the organization operates in high-risk regions, it must notify diplomatic missions or

other relevant authorities in advance.

Data and communication protection

All communication related to the organization’s operations must be conducted through

secure channels.

Confidential information must not be disclosed to unauthorized persons.

The organization uses security protocols to encrypt sensitive data.

Handling critical infrastructure and equipment

All organizational equipment (electronic devices, vehicles, documents) must be

protected from theft, misuse or loss.

Page 5 of 7

CONSORTIUM DIPLOMATIQUE EUROPEEN - RULES ON SECURITY AND PROTECTION IN THE OPERATION - ENG - 09/2025



Any loss or damage to equipment must be reported immediately to the competent

person in the organization.

Rules for official and field missions

A security plan is prepared before leaving for the field.

Mission participants must be appropriately trained and equipped.

The organization may designate an accompanying security team, if necessaruy.

The organization may conduct training in the handling of weapons, if required by the

nature of the mission or the security situation.

In the event that the use of weapons is permitted, members must have previously
completed official courses and certification that meets the legal regulations of the

country of operation.

The use of weapons must be strictly controlled and in accordance with all national and

international regulations.

Violations and sanctions

Any violation of the security rules is considered a serious violation and may lead to

disciplinary proceedings.

In serious cases, the organization may initiate legal proceedings against the responsible

persons.
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Improper use or loss of protective equipment and weapons may lead to immediate

withdrawal of the right to perform duties.

Final provisions

These regulations shall enter into force on the date of their adoption.

All members of the organization must be familiar with and comply with the regulations.

With these regulations, the Consortium Diplomatique Europée ensures the safe and
responsible operation of the organization and the protection of its members and

resources.
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